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209.1 PURPOSE

This procedure establishes standardized operational requirements for the authorized use, access, monitoring, and
oversight of the Automated License Plate Reader (ALPR) system. It supports the Department’s ALPR Policy and
ensures compliance with applicable privacy laws, civil codes, and public transparency requirements.

209.2 POLICY ALIGNMENT
This Procedure aligns with Lexipol Policy - Automated License Plate Readers (ALPRS).

209.3 DEFINITIONS

ALPR technology or ALPR system - a searchable computerized database resulting from the operation of one
or more fixed cameras combined with computer algorithms to read and convert images of vehicle license
plates and characters they contain into computer-readable data (CA Civil Code 1798.90.5).

Cdlifornia Stolen Vehicle System (SVS) — The SVS is a state-wide computer system which is accessed by
any terminal connected to the California Law Enforcement Telecommunications System (CLETS).
Information which can be uploaded to or received from the Department of Justice SVS computer includes:
Stolen vehicle; Felony vehicle; Stolen identifiable vehicle parts; Stored vehicle; Impounded vehicle (to be
entered to SVS under "Stored Vehicle Hold"); Vehicles associated with missing persons; Repossessed
vehicle; Lost vehicle; and Lost or Stolen license plates.

Custom Hotlist - A Department-specific file that contains the license plate numbers of recently stolen
vehicles, license plates of vehicles known to be associated with wanted or missing individuals, or descriptors
of vehicles wanted in connection with acrime.

Data Breach — An unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of personal information maintained by the Menifee Police Department. Good faith
acquisition of personal information by an employee or agent of the agency for the purposes of the agency is
not a breach of the security of the system, provided that the personal information is not used or subject to
further unauthorized disclosure (CA Civil Code 1798.29).

Department of Justice (DOJ) Stop — A notification that states the listed vehicle is wanted as a stolen vehicle,
wanted in connection to afelony crime or other law enforcement want.

Hotlist — A term referring to alist containing the license plate numbers of stolen vehicles; AMBER, SILVER,
FEATHER, or other law enforcement alerts; lists of license plate numbers known to be associated with
specific individuals, such as wanted or missing individuals. This may include information from the
Department of Justice, the California Stolen Vehicle System (SVS), or other governmental repositories, and
the Custom Hotlist.
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o “Hotplate” - A term referring to a license plate, from multiple sources, with a wanted status (e.g., stolen
plates, stolen vehicles, and vehicles known to be associated with crimes). It can originate from a Custom
Hotlist or Hotlist.

. Personal Identifying Information (PIl) — Is an individua’s first name or first initial and last name in

combination with various data elements, when either the name or the data elements are not encrypted,
including information or data collected through the use or operation of an ALPR system, as defined in Section
1798.90.5. (Cdlifornia Civil Code sections 1798.29 and 1798.82)

. "Person" - any natural person, public agency, partnership, firm, association, corporation, limited liability
company, or other legal entity.

*  "Public Agency" - the state, any city, county, or city and county, or any agency or political subdivision of the
state or a city, county or city and county, including, but not limited to, alaw enforcement agency.

. “Automated license plate recognition information,” or “ALPR information” means information or data
collected through the use of an ALPR system.

209.4 AUTHORIZED USERS AND ACCESS DESIGNATIONS

Access to the ALPR system and ALPR information is restricted to Department personnel and approved independent
contractors whose official duties require such access.

Authorized users may include:

®*  Sworn Peace Officers

®*  Crimina Investigations Personnel

*  Digpatch Supervisors (limited query-only access)

®*  CrimeAnalysts (analytical and investigative use only)

° Information Technology (IT) Personnel (system administration only)

*  Approved Independent Contractors or Vendors (maintenance or support functions only)
®*  Records Technicians

. Community Service Officers

Independent contractors shall only access the ALPR system pursuant to a written agreement that includes
confidentiality provisions and compliance with al applicable privacy and data protection laws.

Unauthorized access, use, or dissemination of ALPR information is strictly prohibited.

209.5 TRAINING REQUIREMENTS
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All personnel authorized to access or use the ALPR system must complete Department approved training prior to
access being granted.

Training shall include:

®*  Overview of the ALPR system and authorized uses

*  Applicable privacy laws and civil code requirements

®*  Department ALPR Policy and this Procedure

*  Datasecurity and access control requirements

*  Proper querying, documentation, and dissemination of ALPR data

®*  Misuse consequences and disciplinary action

Refresher training shall be completed as required by the Department or when significant system or legal changes
occur. Training completion shall be documented and retained by the Professional Standards & Training Unit.

209.6 SYSTEM MONITORING AND DATA SECURITY

To ensure accountability, the ALPR administrator or designee shall actively monitor the ALPR system to ensure data
security, proper use, and compliance with privacy laws.

Monitoring measures include:

®*  Role-based access controls

®*  Unique user credentials

*  Audit logs documenting access and usage
®*  Periodic reviews of accesslogs

. Alertsfor unusual or unauthorized activities

ALPR data shall be stored securely using encryption and other industry-standard safeguards. Access shall be limited
to authorized users with a legitimate law enforcement purpose. If the Department discovers a breach of the ALPR
system that results in unauthorized third-party disclosure of personal information, the Department shall disclose the
breach to al impacted individuals in accordance with California Civil Code 1798.29.
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The notification shall be in the most expedient time possible and without unreasonable delay, by providing a
notification to those reasonably believed to have been affected by the breach. The notification shall be titled
“Notification of Data Breach” and will abide by the department’s " Records Rel ease and Maintenance Policy.

209.7 ACCESSLOGGING AND RECORD MAINTENANCE
System operators shall ensure that the ALPR system automatically records access and usage logs, including:

. User identification
. Date and time of access
®*  Purpose of access (when required)

®*  Typeof activity performed

Access records shall be maintained in compliance with applicable Civil Codes and Department recordkeeping
requirements. Audit logs shall be retained for inspection and review by authorized personnel.

209.8 MAINTENANCE AND CREATION OF CUSTOM HOT LISTS

When creating a custom hot list in the ALPR system, the member shall do the following:

a. NametheHot List.
b. Determine if deconfliction notifications are necessary.
c. Select Audience of who should receive notifications.
d. Provide as much detail as possible in the Reason and Notes field.
e. Select and enter an expiration date. Options include from 15 minutes to 90 days. No alerts should be for
longer than thirty (30) days. If alonger period of time is needed, the staff member who created the entry must
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verify the hotlist entry is still valid and extend the expiration date for another thirty (30) days. If you skip
selecting an expiration date, the alert is defaulted to 30 days. Staff shall enter an expiration date to each
Hotlist entry.

f. Hotlist entries for recently stolen vehicles should not have an expiration date longer than twelve (12) hours.
The ALPR system automatically downloads SV S entries every four (4) hours.

g. If amember has existing alerts that should be deleted or expired, it is the member's responsibility to update
the aert in the ALPR system as soon as possible.

209.9 ALPR PROGRAM AUDIT AND OVERSIGHT

The ALPR Administrator shall have overall oversight of the ALPR program. This role shall be assigned to the
Investigations Division Captain. The ALPR Administrator may designate personnel to assist with program
management and oversight.

The ALPR Program Administrator is responsible for:

®*  Ensuring compliance with Department policy and procedures
®*  Approving and revoking user access

®  Coordinating training requirements

®  Conducting periodic compliance reviews

®*  Serving asthe primary point of contact for ALPR related issues

A list of personnel who are trained and authorized to have access to the system shall be maintained by the PST Unit.
The authorization document shall ensure that their access to and use of the ALPR technology complies with federal,
state, and local laws, and applicable Department policies and procedures.

A log shall be maintained that records when access to ALPR images and data requested, whether the request is
internal or external to the Menifee Police Department. This shall include the date, time, data record accessed, staff
member involved, case or event number, and purpose of the request. The log shall be available for presentation for
all required internal and external audits, the annual report, and internal investigations.

Subject to the provisions of this procedure and associated policy, the Chief of Police or a designee of the Chief of
Police has the discretion to prohibit the review of any data and images by Department employees if it isin the best
interest of the Department or the City of Menifee.
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209.10 RECORDS RETENTION, SHARING, AND DESTRUCTION

The Department shall work in coordination with the Custodian of Records to ensure proper retention, sharing, and
destruction of ALPR data. ALPR data shall be retained only for the period authorized by Department policy and
applicable law. At the conclusion of the retention period, data shall be securely destroyed in a manner that prevents
unauthorized access or reconstruction.

®*  Department ALPR systems are to be set to an automatic 30-day purge schedule.

®*  The ALPR program administrator or a designee of the administrator will conduct audits of the ALPR systems
to ensure that purging is being conducted at the appropriate purge cadence.

®  The Custodian of Records will be notified by the ALPR administrator or designee of the administrator, via
memorandum or email of any long-term storage of data due to investigative or otherwise approved records
retention needs.

®*  ALPR system audits and related reporting to the Chief of Police will be conducted at |east twice per calendar
year by the ALPR Administrator or designee.

Reqguests for ALPR data pursuant to public records laws shall be coordinated through the Custodian of Records.

The following procedures are guidelines for ALPR requests:

1. The agency makes awritten request for the ALPR data that includes:
2. 1. The name of the agency.
2. The name of the person requesting.
3. Theintended purpose of obtaining the information.
3. The request is reviewed by the ALPR administrator or the authorized designee and approved before the
request is fulfilled.
4. The approved request isretained on file.

209.11 PUBLIC POSTING AND TRANSPARENCY

The Department shall ensure that the ALPR Policy and this supporting procedure are conspicuously posted on the
Department’s official website. The posting shall be maintained in a publicly accessible location and updated as
necessary to reflect current practices and legal requirements.

Copyright Lexipol, LLC 2026/04/23, All Rights Reserved. Automated License Plate Readers (ALPRs) Procedure - 6
Published with permission by Menifee Police Department



Menifee Police Department Procedures Manual

Supplemental Procedure

Automated License Plate Readers (ALPRs) Procedure

209.12 COMPLIANCE

Failure to comply with this procedure or misuse of ALPR data may result in disciplinary action, up to and including
termination, and may subject the individual to civil orcriminal penalties.
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